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Get up-to-the-minute information on @ ID Cards @ Access Management @ Biometrics @ Federated ID
@ 2-factor Authentication @ Secure e-commerce @ Secure Documents
® Fraud Prevention @ Risk & Compliance @ Privacy & Policy

7t & 8™ March 2006, Sydney Convention & Exhibition Centre

Keynote Speakers:

Hon. Philip Ruddock MP,
Attorney General of Australia

Dave Cullinane, CISO, Washington Mutual (USA);
and President,
Information Systems Security Association (ISSA)

Richard Thieme,
Thiemeworks (USA)

Learn from over 20 expert speakers:

v Office of the Attorney General v AGIMO
v Australian Customs Service v/ Xamax Consultancy
v Government of Victoria <EISmEm v Washington Mutual (USA)
v Biometrics Institute v AMP
v Internet Industry Association v Department of Foreign Affairs & Trade
v Blue Reef v Australian Privacy Foundation
v KPMG v Emergency Services QLD «<ZSHIE»
v Department of Education & Training WA <@SE0E® ¢ Sophos
v CardsConsult (UK) v Thiemeworks (USA)
v AUSTRAC v ldentity Management Network
&
Realistically priced for your whole team to attend ‘oq"i\
Just $1,195 +GST to attend * \@‘\@@eq,
SR )
Why pay more? O S
Register 3 delegates and a 4" can attend FREE! . 00005‘\\6*6‘2@0“‘}&/




I DAY ONE: 7t March 2006 I

8:30 Conference registration

9:00 Opening remarks from the Chair
Guy Lupo, National Director (Australia-New Zealand),

Information Systems Security Association (ISSA); and
Chairman, ldentity Management Network

FEDERAL GOVERNMENT KEYNOTE PRESENTATION

9:10 National ID security
Hon. Philip Ruddock MP,
Attorney General of Australia

INTERNATIONAL KEYNOTE PRESENTATION

9:40 Worldwide trends and developments in ID
management

Managing identity today is far more complex than it was
just a few short years ago. Establishing an effective level of
control over who can access what information is essential
when those accessing the information include employees,
vendors, partners, government agencies and others. This
session will look at:

e Legislation and regulation impacting ID Management

« Technologies and solutions for ID Management

e Cost-conscious ID Management
» Effective use of second factor

authentication
Dave Cullinane, CISO, Washington Mutual
(USA); and President, Information
Systems Security Association (ISSA)

INTERNATIONAL KEYNOTE PRESENTATION

10:25 Emerging ID technologies how they will
transform work, life, and everything

« Begging the question: what is identity? how is it defined
in the digital world?

« How emerging technologies transform identity - and
what it will mean to you?

e Where to look to see what is emerging on
the horizons?

e The shorter horizon of life and how we
humans are adapting to accelerated

change
Richard Thieme, Thiemeworks (USA)

11:10 Morning tea/coffee

11:30 Avoid the mythologies of Identity Control and
rediscover a sense of balance and proportion

e The relationship between identity management and
authoritarianism, and the dangers of authoritarianism to
civilisation, and to business

* Nature of identities, entities, identifiers and identification

* Many myths of identity management, biometrics and
terrorism

« Real world of identity management: limited
technologies; need for public acceptance;

risk assessment; risk management
Roger Clarke, Xamax Consultancy

12:10 You’'re entitlement to a National ID Card
« National ID case studies provide insight to deliver both
security and a strategic framework for an eGovernment
agenda
< National Identity, Drivers License, Payment
card...delivering complex schemes —
MyKad, Malaysia
e Importance of marketing — the UK Government
approach
« Maximising the benefits of technology —
Hanis, South Africa
«  First hand experience underscores lessons in defining
and managing the scope of a National ID scheme and
keeping ahead in procurement
lan Povey, Director, CardsConsult (UK)

12:50 Lunch
1:40 Towards an industry-wide authentication
scheme

e The current state of affairs

* Practical problems in implementing a national scheme
e Which technology to choose

¢ Other considerations
Peter Coroneos, Chief Executive,

Internet Industry Association

2:20 Best practice ID management at Australian

Customs Service - Managing security, border

control and preventing identity fraud

e Smartgate - Customs trial of world-leading biometric
technology for border processing

e Cargo Management Re-engineering - Identity
Management with PKI

* Identity Management for corporate systems - Customs
Strategy and Architecture approach

* Future challenges and opportunities
Murray Harrison, CIO, Australian Customs Service



3:00 Can authentication deal with malicious

software?

¢ Two-factor authentication for on-line banking and
internet shopping

e Strong authentication in only one part of a system

«  What else is required to prevent fraud?

¢ Tracing the evolution of malware techniques

Paul Ducklin, Head of Technology, Asia Pacific, Sophos

3:40 Afternoon tea/coffee

4:00 CASE STUDY: Identity Management in a risk

and compliance context

* How has AMP’s risk and compliance agenda been
progressed by our Identity Management initiative?

¢ What organisational considerations contribute to the
shape of an Identity Management program?

¢ What key learnings has AMP extracted thus far?

Mark Pigot, IT Director, AMP

4:40  The Australian Government’s ID Security

Framework

« Evidence of identity framework

« Enrolment process - what might best practice involve

e Verification - know your customer

¢ Privacy and other challenges

¢ Role of AUSTRAC going forward
Liz Atkins, Deputy Director - Anti Money Laundering

Reform, AUSTRAC

5:20

Close of Day One
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5:30-7:00

I DAY TWO: 8" March 2006 I

9:00

Opening remarks from the Chair

Guy Lupo, National Director (Australia-New Zealand),
Information Systems Security Association (ISSA); and
Chairman, Identity Management Network

9:10 Update on Australian passport initiative

¢ How does Australia compare internationally?

e Results from recent trials

¢ What biometrics could/will be used on the new
passports?

« Plans for mass deployment

¢ Feedback from all parties
Bob Nash, Head of Passports,

Department of Foreign Affairs & Trade

9:50 Role of biometrics in ID management and

secure transactions - which biometrics are most
appropriate for enterprises, passports, drivers
licences, bank cards?

< Overview of the latest developments

*  Which biometrics are best used to prevent fraud?
 Examples

< Evaluating the effectiveness and adaptability of the

latest biometrics
Terry Hartmann, Director, Biometrics Institute; and
Director & Global Security Lead, Secure Identification &

Biometrics, Unisys

10:30 Morning teal/coffee

10:50 Privacy concerns revisited - what are the key

privacy issues that corporate ClOs and IT
practitioners need to be aware of?
* Navigating the privacy and workplace surveillance laws
« ldentifying the weaknesses in identity management
systems
e The mis-steps that can bring your ID management
strategy to a grinding halt
e What is wrong with biometrics and identity cards?
Anna Johnston, Chair, Australian Privacy Foundation

11:30 CASE STUDY: Identity Management at
Victorian Government

< ldentity and Access management policy
e The directory (Rosetta)
« External Party Credentials

e Lessons Learnt
Steve Wylie, Deputy-ClO, Government of Victoria



12:10 AGIMO and the Australian Authentication Frame
work (AGAF) and how this impacts ID
management and federated ID strategies

Robyn Fleming, Branch Manager, Investments and

Enabling Projects, Australian Government Information

Management Office (AGIMO), Department of Finance

and Administration

12:50 Lunch

1:40 CASE STUDY: Best practice IDM at Department
of Education and Training (WA)

* The business case

» Abenefits-led approach

* Have a strategy

* Achievements

* Lessons

*  What’s next?
Justin Magraith, Project Manager, Identity & Access
Management, Department of Education & Training WA

2:20 CASE STUDY: Identity Driven Networking in

unique environments

e Accountability, ‘Duty of Care’ and governance driving
use of resources in schools

» The need for combining identity management and
network infrastructure domains

* The driver behind de-perimeterisation, challenges and

how role based infrastructure can help
Andrew Hall, CTO, Blue Reef

3:00 Afternoon tea/coffee

3:20 CASE STUDY: Impact on management and
prioritization of IDM in emergency situations

* Importance of IDM policy and process in an emergency
»  Priority and security levels

* Remote access and authentication

* Available technology

* Unique challenges of the emergency services

Paul Jose, IT Manager, Emergency Services QLD

4:00 Identity & Access Management in Control

* Whatis Identity & Access Management (IAM) really
about?

* The IAM facts of life

*  What is the business case for IAM?

e How to organise your IAM program?

*  Who to involve in your IAM program?

*  Example approach for implementing IAM

MartijnVerbree, Senior Adviser,

Security Privacy & Continuity, KPMG

4:40
4:45

Closing remarks from the Chair

Close of Conference

10 Key reasons to attend this summit

1. Learn about IDM trends and developments
from around the world

2. Join the discussion about what is right and
wrong with biometrics and ID cards

3. Hear first hand about Government’s plans for a
National ID Card

4. Find out which technology will be used to run
large national ID schemes

5. Extract key learnings from best-practice case
studies in corporate and government
organisations

6. Understand how to deal with difficult privacy,
surveillance and policy legislation

7. Learn more about the Rosetta project

8. Gain knowledge about new federated ID
models

9. Discover how to synchronise real time
information across all business units

10.Meet and quiz major IDM end-users, as well
as key suppliers of IDM technologies and
solutions ... then ascertain which solution will
work best for your organization

Sponsorship and promotion opportunities

We have a number of cost-effective sponsorship and
promotional opportunities available at ID Management
2006. If you have a product or service for this industry, this
conference is an ideal vehicle for you to raise the profile of
your organisation.

By sponsoring the ID Management 2006 you will:

v Increase brand recognition

v/ Create new partnership and alliances

v Develop relationships through new networking
opportunities

v/ Demonstrate leadership in the ID Management market

v/ Generate qualified leads

v Access customers and prospects face-to-face

For further information on sponsorship opportunities at this
event please contact Blandina McFarland on Phone
(02) 9922 6431, or e-mail: blandinam@acevents.com.au
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About the IDM 2006 Summit

The ID Management Summit 2006 brings together the users and suppliers of ID management solutions and technology to discuss
business and government initiatives, latest trends and developments, large scale deployments, partnerships & alliances, developing
standards, new applications, new business opportunities and future direction.

Senior speakers have been hand-picked to speak about advances in ID solutions for government, banking, transport, education,
defence, retail and health with a special focus on ID fraud/theft prevention, federated identity management, trusted computing &
rights management, secure payments, identity privacy & policy, identification & authentication, biometrics and more.

Who should attend?

Attendees to the summit include ClOs, CSQO’s, CTQO's, senior ID specialists and IT project managers from some of Australia’s largest
organisations.

Topics of discussion will include:

» Latest ID management solutions & technology *  Secure Documents

«  Physical and logical Access Control »  Fraud prevention and management (especially ID theft)
e Authentication * Risk Management

»  Biometrics » Identity privacy and policy

e Compliance requirements e Trusted computing and rights management

«  Federated ID management models » Business case and ROI for ID management

+ D cards, Drivers Licenses, e-Passports + ldentity-based web services

e Secure e-commerce, on-line banking & payments

About our event partner

--- The ID Management Summit 2006 is organized in partnership with the Identity isCO i o f01
@ Management Network which was established in January 2005 and is committed to: -\S“at'\o“ “eNe‘\NoY\‘
.-- e continuing development of a unified language to facilitate communication ‘\\igﬂa ners
Identity between all stakeholders in the \D b
M%‘;%\‘fg;lf”t identity management sector — vendors, distributors and customers

e raising awareness of identity management issues

« refining the Identity Management Map to fully describe identity management issues at the strategic level, in
business processes and in technology.

The network is operated by IDM Network Pty. Ltd. www.identitymanagement.net.au

About our endorsing bodies

'\5009(;\:\ fee o
! The Information Systems Security Association (ISSA)® is a not-for-profit, international ‘99\5“6“0P\ g ASY
Iﬁ:i{l_ organization of information security professionals and practitioners. It provides sof \SSA““embetS

educational forums, publications and peer interaction opportunities that enhance the

www.Issa.org knowledge, skill and professional growth of its members.

With active participation from individuals and chapters all over the world, the ISSA is the largest international, not-
for-profit association specifically for security professionals. Members include practitioners at all levels of the security
field in a broad range of industries, such as communications, education, healthcare, manufacturing, financial and

government.
==y ISACA got its start in 1967, when a small group of individuals with similar jobs—auditing controls in the computer
| =F| systems that were becoming increasingly critical to the operations of their organizations—sat down to discuss the

need for a centralized source of information and guidance in the field. In 1969, the group formalized, incorporating
as the EDP Auditors Association. In 1976 the association formed an education foundation to undertake large-scale
research efforts to expand the knowledge and value of the IT governance and control field.

www.isaca.org

Today, ISACA's membership—more than 47,000 strong worldwide—is characterized by its diversity. Members live
and work in more than 140 countries and cover a variety of professional IT-related positions—to name just a few, IS
auditor, consultant, educator, IS security professional, regulator, chief information officer and internal auditor.

ASIS International has more than 33,000 members and is the largest international organisation for professionals
AS!S responsible for security, including managers and directors of security. In addition, corporate executives and other
P Tatarss b vt o) management personnel, as well as consultants, architects, attorneys, and federal, state, and local law enforcement,
www.asisonline.org are becoming involved with ASIS to better understand the constant changes in security issues and solutions.

ASIS is dedicated to increasing the effectiveness and productivity of security practices by developing educational
programs and materials that address broad security concerns, such as the ASIS Annual Seminar and Exhibits, as
well as specific security topics. By providing members and the security community with access to a full range of
programs and services, and by publishing the only monthly magazine focused strictly on the issues and concerns of
security, Security Management, ASIS leads the way for advanced and improved security performance.



Don’t miss this international-standard conference held right here in Australia
Organised by:  In partnership with: Endorsed by: Media Partners:
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ID Management 2006 Summit

7t & 8" March 2006, Sydney Convention & Exhibition Centre

Register 3 delegates and the 4t delegate attends FREE
Note: Discounts for IDM Network and Global Security Alliance ANZ members (ISSA / ISACA / ASIS)

Association and
Communications Events

Registration Form
Please register the following delegate(s) to attend:

Delegate 1: Title First Name Surname
Job Position Email
Delegate 2: Title_ First Name Surname
Job Position Email
Delegate 3: Title First Name Surname
Job Position Email
Delegate 4: Title__ First Name Surname 4th delegate
Job Position Email FREE

Company name:
Address:

State: Postcode:

Tel: Fax:

Registration fees - Please tick the following category of registration:

0 Standard registration fee: $1195 + GST $119.50 Total: $1,314.50

O Discount registration fee: (for Global Security Alliance - Australia New Zealand members) - just $995 + GST Total: $1,094.50
O Discount registration fee: (for ID Management Network members) - just $750 + GST Total: $825.00

O As a registered delegate | / we would like to receive a FREE 3 MONTH TRIAL MEMBERSHIP TO ISSA

O Please send me sponsorship / exhibition information

Why pay more? This is Australia’s best-value-best-speaker, international-quality ID Management conference.
The cost to attend is just $1,195 +GST (or less if you take advantage of one of the discounts).

Method of payment
3 Crossed cheque payable to Association and Communications Events Pty Ltd.
O3 Visa O MasterCard 0 American Express O Diners O Bankcard

Card holders name: Amount: $
Card no: Expiry Date /
Signature: Name of person to be invoiced:

3 Please invoice me (include contact details for invoice if not the above)

5 Easy ways to register

Fax: Complete this page and fax back to us on (02) 9922 5261

Tel: Call us on (02) 8920 2547

Mail: Post to Association and Communications Events, PO Box 634, Crows Nest, NSW 1585
Web: Register online at www.acevents.com.au/idm2006

Email: Email your full contact details to craigm@acevents.com.au.

Venue: Parkside Rooms, Sydney Convention & Exhibition Centre, Darling Drive, Darling Harbour, Sydney NSW Tel: 02 9282 5000
Official accommodation & Travel Partner: FCM Travel Solutions. For flight and accommodation quotes please call tel: 1300 654
548 and mention “AC Events” or email: nicole.burton@fcmtravel.com.au or visit website www.fcmtravel.com

Cancellation policy In the event you are unable to attend this conference a replacement delegate may be sent in your place. Should you wish to cancel your registration
we will refund your registration fee less an administration fee of $100 per registered delegate, providing we receive the cancellation in writing by fax or letter at least 15
working days prior to the summit. Cancellations received in writing within 15 working days of the summit will result in a 50% refund and a copy of the conference papers.

Association and Communications Events will endeavour to ensure that this conference programme is correct at the time of the summit. Unfortunately we may need to alter
the programme prior to the event and reserve the right to do so without notice. We also reserve the right to cancel or postpone this conference in which case full refunds
will be issued.

Privacy Act notice. This summit is promoted by a number of supporting organisations that may send you this brochure on our behalf. If you do not wish to
receive further mailings from Association and Communication Events, please tick the box below and return to us at PO Box 634, Crows Nest, NSW 1585 or Fax
back to +61 2 8920 2547. We will then remove your details from any of our mailing lists.

0 Please do not mail me further brochures regarding your events.



